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Introduction

This text is intended as a manual that provides instructions to set up a Hubs
cloud service, which is an online collaborative Virtual Reality (VR) environ-
ment, where users can create and use online 3D virtual environments in which
there can be multiplayer interaction and collaboration. Funded by the Incentive
scheme Open and online education', this manual is produced in the context
of the Virtual Past Places project (Waagen et al. 2024). For this project, the
4D Research Lab explored the potential of Hubs for educational purposes, by
designing multiple virtual reality learning environments together with teachers
and technology-enhanced learning experts. A Virtual Past Places webpage has
been launched in context of this project (https://www.virtualpastplaces.eu/).

VR technology is a relatively inaccessible technology for several reasons. Firstly,
VR software, e.g. VR learning applications, is often exclusive to particular hard-
ware or app stores, often related to specific compatibility of apps. Secondly, not
every school or university is in possession of VR headsets and the expertise to
do basic set-up and installation. Finally, documentation of VR development is
regularly unorganized and/or very specific, due to the multitude of systems and
system versions, and due to the niche expertise of developing and customizing
a virtual reality app.

Hubs tackles some of these issues by being a VR creation and user platform
available on both web browsers and headsets. However, the decommission-
ing of its original servers left users to fend for themselves in terms of server
connection. To approach the sparsely documented process of setting up the
service, this manual was produced to enable potential users to make and host
their own Hubs cloud service, and with videos linked in the footnotes, also shed
light on the processes of creating 3D environments and preparing them for in-
teractive collaboration.

Incentive Scheme Open and Online Education. https://web.archive.org/
web/20241103133604/https://www.surf.nl/en/education-it/incentive-scheme-
open-and-online-education (accessed 2 September 2025).



1 Context of this manual
1.1 A short history of Hubs

Our use of the technology of Hubs, previously Mozilla Hubs, has progressed
alongside the turbulent recent history of its hosting and development. From
the moment we started using this, it was easy to set up Hubs using the ser-
vice via the Amazon Web Services (AWS) Marketplace. The entire hosting side
was prepared beforehand and offered as a service using the Marketplace. This
was a workable and consistent solution, although with the limitations of only
being able to use AWS. In 2023, Mozilla announced the decision to replace
the self-hosted (by then highly out of date) Hubs Cloud with a ‘Community
Edition’, meaning the user would decide how and where to host the service.
Initially, this was a decision to enable users to choose other services be-
sides Amazon. By the end of 2023, a subscription service hosted by Mozilla
was launched to keep the option of outsourcing the server-side maintenance,
but by the beginning of 2024 it was announced that Mozilla was discontin-
uing the entire Hubs service, and that users had three months to download
their data. Unfortunately, documentation and tools for this were only availa-
ble in the last weeks of this period. Currently, accessing any of the previous
Hubs documentation pages or resources now opens an ‘end of support’ page.?

These events posed unexpected challenges to the project and required work
on the server-side to be done by ourselves. Furthermore, many times when a
change in service occurred, our scenes and data had to be downloaded and
reuploaded, causing further delays. In some cases, this caused loss of data
because of a lack of backups or persistent databases. This text documents the
process to easily set up Hubs on DigitalOcean, so that subsequent users are
able to make their own Hubs, thereby also facilitating the possibility of using
the VR environments created in the context of the Virtual Past Places project.

1.2 Setting up a Hubs Cloud with DigitalOcean

This subchapter will describe how to set up a Hubs Cloud instance using the
service provided by DigitalOcean. This cloud service provider has multiple avail-
able services, but what makes it a good fit for Hubs is its Kubernetes man-
agement service, the software deployment system Hubs utilizes. Kubernetes
is a system that automates and manages the different parts of Hubs, and is
facilitated by many cloud services, including DigitalOcean. This is notably more
affordable than other commonly used services, such as Google Cloud Platform
(GCP) or Amazon’s AWS (table 1).

2 End of Support for Mozilla Hubs. https://support.mozilla.org/en-US/kb/end-
support-mozilla-hubs/ (accessed 2 September 2025).



Platform Cluster Price

GCP Custom machine, 2 vCPUs, 4GB RAM, series ‘N1°. Region €135.18
Netherlands (europe-west4)

AWS Single cluster, standard support. Unclear machine speci- €67.47*
fications. Region Europe (Frankfurt)

DigitalOcean Shared CPU, 2 vCPUs, 4GB RAM, 80GB storage. Amster- €22.18*
dam — Datacenter 3.

Table 1: a comparison of costs of three different Kubernetes-hosting services. Costs with an
asterisk have been converted from US dollars to euros, with the exchange rate of 06-03-2025.

Notably, GCP and AWS both have options to add a so-called ‘persistent volume’,
a piece of storage reserved for long-term data storing, but when hosting using
DigitalOcean, choosing a backup option along with backing up scenes and ma-
terials offline are essential to prevent loss of data.

1.3 Layout of different components

Thefollowing setupis applied and followed throughout this manual (fig. 1). To edit
the Hubs codebase hosted on GitHub, use a code software such as Visual Studio
Code. Gitis also useful for users familiar with it. Install Node.js to enable required
command line tools, and download the Kubernetes-specific tools ‘kubectl’ and
‘doctl’ to deploy and connect to the cluster on DigitalOcean. Three components
must be prepared online: you need a registered domain name for accessing the
website, you need aSimple Mail Transfer Protocol (SMTP) server for sending invita-
tion links, and you need a server with Kubernetes compatibility. In this guide, the
domain name and SMTP server are hosted on AWS, while the Kubernetes cluster
is deployed on DigitalOcean. If necessary or useful, some of these components
can be substituted with other services. For example, Porkbun? for the domain
name and Scaleway for the SMTP server* are independent alternatives to AWS.
For a setup that does not include AWS nor DigitalOcean, the France-based
Scaleway can be used for setting up the Kubernetes cluster as well as the SMTP
(mailing) server. Other viable options are OVHcloud in France, and Exoscale®in
Switzerland.

3 Porkbun. https://porkbun.com/ (accessed 2 September 2025).

4 Scaleway - Setting up SMTP. https://www.scaleway.com/en/docs/transactional-
email/reference-content/smtp-configuration/ (accessed 2 September 2025).

> Exoscale. https://www.exoscale.com/ (accessed 2 September 2025).
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Figure 1. Left: The separate components that form the hosting process described in this
manual. The linked components are as follows: the code software edits and deploys the code
from GitHub, Node.js is necessary to install and use Kubect! and Doctl, and the Kubernetes
cluster is deployed to the registered domain name. Right: The steps covered by this tutorial.
The first part in green is the preparation on AWS, the second part in purple is the preparation
on DigitalOcean, the third part in orange is the setup of the Hubs code to the point where it
is reachable online, and the last part in blue contains tweaking settings so that the website is
reachable for other people without any issues.
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Figure 2. The AWS console showing the ‘Route 53’ service upon logging in and using the
searchbar.



2 Step-by-step guide to set up Hubs
2.1 Preparing the domain

The first necessity is a registered domain, the reserved name and hosting of the
website necessary to launch Hubs. Use Route 53, AWS’ Domain Name System
(DNS) service to register the domain and enable translation from website name
to the IP address where the cluster is hosted. To begin, register an AWS account®
and use the search bar to find Route 53; the service will show as the top option
in the results (fig. 2). In the top-right of the screen, the ‘zone’ is visible in which
the current AWS service is functioning. For Route 53, the zone is ‘Global’, as
domain names are not bound to a particular region.

To register a domain, click ‘Registered domains’, which can be found in the sub-
menu ‘Domains’ in the left sidebar. Click the orange button that reads ‘Register
domains’, at the top-right of the screen. This will lead to the creation screen of
Route 53 (fig. 3). Choose a top-level domain name (the part after the domain
name in the URL), like .com or .eu. The costs vary depending on the choice: the
popular .io domain costs $71, .com, .eu and .org cost around $13, and national
ones such as .nl and .co.uk cost around $10.

In case the chosen name is still free, and you can proceed (fig. 4). Purchase the
domain by clicking ‘Proceed to checkout’.

Finish the checkout step, and the first preparation for setting up Hubs is done.
The domain name can be accessed, but nothing is visible yet. Later on, the do-
main will be linked to the Hubs instance set up on DigitalOcean.

2.2 Preparing the email address

The second preparation is arranging a mailing service, necessary for sending
automatic mails to users. Hubs uses this for sending invitation links to new us-
ers. In the AWS console, search for ‘Simple Email Service’ (fig. 5).

Go to the Simple Email Service menu, and choose the AWS region (i.e. the geo-
graphic location of the data center) in which the service will operate. The region
button is visible at the top-right of the screen. Change it to the server nearest
to any expected users or the server location (fig. 6). Afterwards, go to ‘SMTP
settings’, the fourth option of the sidebar on the left. This displays information
important to enter in the code for Hubs later. Write down the SMTP Endpoint
(called SMTP_Server by the Hubs code) and note that the port used is 2587 (this
is a port both AWS and DigitalOcean accept, as traffic on the common port 587
is automatically blocked). Then click ‘Create SMTP Credentials’ on the top right.

How to create an AWS account. https://aws.amazon.com/resources/create-
account/ (accessed 2 September 2025).



Register domains i

Pricing for domain names varies by top-level domain (TLD). For more information, view price with different TLDs [2.
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Figure 3. The ‘Register domains’ menu with the pricing for a few top-level domain names
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The domain registration fee displayed is for 1 year. You can
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Search result

Proceed to checkout
Domain Price/year Actions
N 14.00 USD
virtualpastplaces.com Renews at 14.00 USD

Figure 4. The exact match to the searched domain name is free and is added to the
‘selected domains’ to be purchased.

This displays a new console menu, the IAM (Identity & Access Management)
console. Choose a name and create, then write down the “SMTP User Name”
(different from the IAM user name) and the “SMTP Password”.

Go back and open ‘Identities’ under ‘Configuration’, and create two new iden-
tities, one domain and one email address. Click ‘Create ldentity’ and choose
domain, then fill in the domain name in the format “virtualpastplaces.com”.
Default settings for the other fields are alright. Finish, and create another iden-
tity, choosing the email address type. Fill in your intended admin email address,
and verify using the mail you will receive. Once both identities show ‘identity
status: verified’ in the ‘Identities’ screen, the preparation is finished. These are
all the things needed from AWS, so continue by setting up DigitalOcean.
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Figure 6. A preview of possible regions upon clicking the region button at the top-right of the
AWS console.

2.3 Starting up with DigitalOcean

Go to the DigitalOcean website” and click ’Sign up’ on the top right. Signing
up can include email verification, basic demographic feedback, and a payment
method verification. After setting up the account, the starting screen is visible,
with a default ’first-project’ already prepared (fig. 7).

7 DigitalOcean. https://www.digitalocean.com/ (accessed 2 September 2025).



t} Q, Search by resource name or public IP (Ctr+8) ® Q
~

PROJECTS

B first-project

| first-project o N

¥ testing-19-02-25 | Update your project information under Settings

Resources  Activity ~ Settings

MANAGE

App Platform
Welcome to DigitalOcean!

GenAl Platform m When you build on DigitalOcean, you can have full control of your infrastructure (with products like Droplets and reserved IPs) or let us handle the inft
for you (with products like App Platform, load balancers, and managed databases).

Droplets

GPU Droplets ([EHQ

Functions
Kubernetes

Volumes Block Storage

Databases

Spin up a Droplet Deploy your web app Cloudways & DigitalOcean Getting Started
Droplets are virtual machines that anyone  Build, deploy, and scale apps quickly #1 Managed Hosting Provider joins forces  Not sure where to start? Let |
Container Registry can setup in seconds. using a simple, fully-managed solution. with DigitalOcean, check it out! understand where to begin.

Spaces Object Storage

Backups & Snapshots

Figure 7. The DigitalOcean console upon logging in, showing the default ’first-project’.

2.4 Creating the Kubernetes cluster

To start creating the Kubernetes cluster necessary for Hubs to run, click the
sidebar option reading ‘Kubernetes’, under ‘manage’. Then click ‘Create a
Kubernetes Cluster’ to get started. In the screen with cluster options (fig. 8), se-
lect the recommended version. For ‘datacenter region’, pick the location closest
to the server location and expected audience. The ‘VPC Network’ doesn’t have
to be changed.

For cluster capacity (fig. 9), the following settings are recommended based on
testing: give the node pool a recognizable name, then choose Shared CPU, ma-
chine type ‘Basic’, with a node plan of 24$/month without autoscale, with a
single node. In practice, single-node clusters were observed to be more stable
than autoscaling clusters on DigitalOcean. Note that Hubs cannot function on a
cluster lower than 4 GB RAM, making this the cheapest viable option.

Give the cluster a name and optionally add tags that describe the intended
purpose of your project. Finally, click ‘create cluster’. Then, to continue with
connecting to the cluster, the command line tools for Kubernetes are required.
Kubectl can be obtained via the following link for windows: https://kubernetes.
io/docs/tasks/tools/install-kubectl-windows/ or by using the options in the
side menu for other operating systems. To check if kubectl has been installed
correctly, use the command prompt (type ‘command prompt’ in the windows
searchbar to open), and copy and paste the following command:

kubectl version
If this command returns version information (for example a Client version and a
Kustomize version), kubectl is installed correctly. Next, ‘Doctl’ is required - this

is an equivalent command line tool used for specifically managing DigitalOcean-
based Kubernetes clusters. To install it, follow the documentation on the

10
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Figure 8. The first few options visible when creating a Kubernetes Cluster on DigitalOcean.
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Figure 9. The options for cluster capacity visible when creating a Kubernetes Cluster on
DigitalOcean.

DigitalOcean (https://docs.digitalocean.com/reference/doctl/how-to/install/),
and visit the GitHub page with doctl releases (https://github.com/digitalocean/
doctl/releases). download the one appropriate for your system (for example,
Windows-AMDG64). Extract the downloaded .zip file, then place the extracted
files into a folder with a short path, such as C:\code. After this, type ’environ-
ment variables’ in the windows search bar, and open the corresponding system
settings screen (fig. 10). This is necessary to manually make doctl accessible
using the Windows command line by adding its file path.

In this screen, click the button at the bottom reading '’Environment Variables...’,
then under 'User variables for user’, select the variable named ‘path’ and click

11
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Figure 10:. Finding the systems setting for editing the system environment variables using
the Windows Searchbar.

‘edit’. Then click "new”, and paste the path to the folder where the doctl execut-
able is located (for example, ‘C:\code’). Confirm the changes by clicking ‘OK’.
Afterwards, the configuration of doctl can be verified by executing the following
command in the command prompt:

doctl version

The expected response is a doctl version release number, and a Git commit hash
(an identifier for Git). This means doctl is ready to be used. Go to DigitalOcean
and scroll all the way down in the sidebar and click “API”, one of the options
at the bottom (fig. 11). Here an API key can be created to securely connect the
computer with the Hubs files to the cluster on DigitalOcean.

Click ‘Generate New Token’, give it a name, select ‘No expire’ for the expira-
tion date, ‘Full Access’ for scope, then scroll to the bottom and click ‘Generate
Token’. Once complete, save the ‘secret’ (the private token needed to connect),
as it is required in a later phase and will not be shown again. Now, using com-
mand prompt, use doctl to connect to DigitalOcean. Copy and paste the follow-
ing line, in this case using ‘HubsContext’ as the name for the context:

doctl auth init --context HubsContext

The console will ask for the DigitalOcean API token. Once it is entered and has
been validated, copy and paste the following line to switch the active context to
the newly made one:

doctl auth switch --context HubsContext

The command line response will read: ‘Now using context [HubsContext] by
default’. Go back to the Kubernetes page and select the cluster, then go to the

12
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Figure 11. The sidebar of the DigitalOcean console, showing the ‘API’ option.

second step, ‘Connecting to Kubernetes’. Copy the line that is used to authen-
ticate and paste it into the command line screen. Two notifications appear to
confirm the context of the cluster was successfully added. Optionally verify con-
nectivity using the commands shown in step 3, and skip step 4 (this step is for
setting up sample apps, whereas Hubs can directly be installed to the cluster).
Click ‘Great, I'm done’ to finish the installation.

2.5 Installing Hubs

The code for Hubs is maintained by the Hubs Foundation and can be found
on their GitHub (https://github.com/Hubs-Foundation/hubs-cloud). Download
it by clicking the green ’code’ button on the top-right and selecting ’Download
ZIP’ (fig. 12). Extract the files and put these in a location with a short file path,
like C:\HubsCE. Open Visual Studio, and in the new folder, open the hubs-cloud-
master folder.

In the folder ‘community-edition‘, open the input-values.yaml (see figure 13).
Change “HUB_DOMAIN” to the domain from AWS using the format ‘virtualpast-
places.com’, and change “ADM_EMAIL” to a preferred email address to be listed
as the first administrator of the Hubs instance, using the format ‘name@email.
com’. Go down to line 13 and change SMTP_SERVER to the Endpoint of AWS writ-
ten down when preparing the email address, change SMTP_PORT to ‘2587’, and
change SMTP_USER and SMTP_PASS to the SMTP username and SMTP password.
Changing this file also allows the optional use of SketchFab and Tenor with
Hubs. To prepare this, search for “API token” in combination with the respective
service and paste the token in the respective field. Change the node, guardian
and phoenix attributes to a random string of numbers and lowercase letters, and
do not change these after the initial setup. Save the file and find the folder in
windows explorer. When in the community-edition folder, click on the data path,
and type ‘cmd’ to open the command prompt in this exact location (fig. 14).

13
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Figure 12. The page where it is possible to download the Hubs Community files on the GitHub
page of the Hubs Foundation.
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Figure 13. The file explorer of Visual Studio Code with the ‘hubs-cloud-master’ folder opened
and the input-values.yaml file highlighted.
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Figure 14. Typing ‘cmd’ in the Windows Explorer searchbar to use the shortcut to command
prompt.

In the command prompt, run the following command to install the dependen-
cies (referenced necessary files and plugins in the Hubs code):

npm ci

The expected output is “added n packages, and audited n packages in n
s(econds), found n vulnerabilities”. Afterwards, run:

npm run gen-hcce

This will produce a ‘hcce.yaml’ file, a configuration file based on the values
filled into the input-values file. Installing and preparing the Hubs files is now
complete, so continue to bring the cluster with the Hubs instance online.

2.6 Bringing the cluster online and connecting to AWS

With the prepared hcce.yaml file, it is time to deploy to the kubernetes cluster.
Open the command prompt, and if not currently in the community-edition fold-
er, use the following command to move there, with the path name being the
location of your Hubs code:

cd C:/hubs-cloud-master/community-edition/

While in the community-edition folder, paste the following command into the
command prompt, to apply the prepared configuration to the Kubernetes clus-
ter on DigitalOcean.

kubectl apply -f hcce.yaml

The feedback will show multiple things being created. When the task has fin-
ished, the command prompt will show the file path again. To verify the deployed
cluster, paste the following command:

kubectl get deployment -n hcce

This will give a result like in figure 15, showing the separate pods of the
Kubernetes cluster coming online.

15
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Figure 15. The kubernetes deployment after it came online completely.

After a few minutes all pods will display “1/1” under the “ready” header. This
means that the separate components of the cluster have completed starting up
without errors. Afterwards, the external IP address is required to link it to the
domain name. This ensures that the purchased domain directs to the cluster
on DigitalOcean. Paste the following command in the terminal to find the ‘load
balancer’, the component which shows the external IP:

kubectl -n hcce get svc |Ib

The IP address shown under "External-IP” is the address where Hubs can now be
reached on the web. Copy this address, so it can be used in the Route 53 ser-
vice. Since Route 53 hosts the domain name, it needs the correct information so
that Hubs on DigitalOcean can connect to the domain, and becomes reachable
by visiting the website. Go to the AWS console, to Route 53 (using the search
bar or the 'recently visited’ screen on the top left), and click 'Hosted Zones’ in
the left sidebar. Click the domain here, so that the records are visible. Click ’cre-
ate record’ to open a screen where it is possible to fill in values for new records.
Create four new records (this can be done in a single ‘create’ action), all with
the same record type (A), TTL (300) and Routing Policy (simple routing). These
attributes mean that the created route is a regular link from the domain to an IP
(IPv4) address, with 300 seconds delay before information is updated (a security
measure to prevent unwanted sudden changes). In "Value”, fill in the IP copied
from the ‘External-IP’ of the load balancer. For the first record, the record name
is empty, meaning the resulting URL is simply .domainname, without a prefix.
Click "Add another record” and make an almost identical record, including the
external IP, except with the record name being ’assets’. Do this two more times,
one record name being ’stream’ and one record name being ’cors’. This creates
a total of four new records, which allow the domain to direct to the Hubs in-
stance and its related data.

16



serviceAccountName :
terminationGracePeriodSeconds:
containers:

name :

image:

args:

securityContext:
runAslser:

Figure 16. The hcce.yaml changed to not make use of the default ssl certificate.
2.7 Setting up security certificates

After a while, the domain can be reached, but for now shows a security warn-
ing, caused by a lack of valid security certificates. To generate these, use a npm
function included in the files downloaded from the Hubs Github. This function
generates the necessary security certificates, with a validity of 90 days. Go to
the command prompt, and paste the following command:

npm run gen-ssl

Check that in the resulting output, there are four certificates, saying cert-,
cert-assets, cert-stream and cert-cors. If one of them is still missing, run the
command again. By default, a placeholder certificate is present, which needs
to be replaced by the certificates that were just generated. In order to turn off
the default certificate, go to the hcce.yaml file and go to line 1315, or use the
control plus ‘F’ command to search for ‘default-ssl-certificate’. ut a hash/num-
ber sign in front of this entire line (fig. 16). Save the file, and once more run the
apply command:

kubectl apply -f hcce.yaml

Afterwards, the Hubs instance is accessible using the domain name. To prevent
browsers from storing the default certificate, which causes the security warning
to keep appearing, it may be necessary to clear the browser cache or try the URL
on a different browser.

Now that it is possible to enter Hubs, use the Sign in/Sign up button and fill in

the admin email address, and use the link in the email to access Hubs’ adminis-
trator panel. The ’Admin’ option will be visible in the main screen (fig. 17).
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[, hubs-testing.c SceneEditor %X Admin

Gather, share, and collaborate together in a virtual, private,
and safe space.

Figure 17. The Hubs homepage, showing the link to go to the Admin menu. For now, the
broken images are not a problem, these are added by the admin to personalize the page

Inbound Rules

Set the Firewall rules for incoming traffic. Only the specified ports will accept inbound connections. All other traffic will be dropped.

Type Protocol Port Range Sources

Ports

Custom . d TCP v 4443 ? AllIPv4 Al IPv6 Delete
Ports.

Custom v TCP v 5349 ? AllIPv4 Al IPv6 Delete
Ports

Custom v UDP v 35000-60000 ° AllIPv4  All IPv6 Delete

Figure 18. The inbound rules of the firewall necessary for DigitalOcean.

2.8 Setting up firewalls on DigitalOcean

For its interactive multiplayer functionality, Hubs also requires certain firewalls
to only allow intended traffic. To do this, go to the DigitalOcean console, click
‘Networking’ in the left sidebar, and select ‘Firewalls’. Click ‘Create Firewall’ and
make three Inbound Rules: set all to the ‘custom’ type, set one protocol to TCP
and port 4443, set one protocol to TCP and port 5349, and the third protocol
to UDP and port range 35000-60000 (fig. 18). Where it says ‘Apply to Droplets’,
enter the name of the node pool: typing the first letter shows the node pool of
the cluster to appear as the suggested result. When applied, Hubs is now fully
operational.
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Further setting up

To continue setting up Hubs, five tutorial videos have been produced and post-
ed on the YouTube Channel of the 4D Research Lab (https://www.youtube.
com/@4dresearchlab97). These reproduce and explain the utilized workflow
in fit for first-time users. The two videos produced in 2023 consider the us-
er’s side, one covering the interaction and navigation when a user enters a
Hubs scene (https://www.youtube.com/watch?v=2STIB_86nhk), and one cov-
ering object placement and interaction with 3D objects(https://www.youtube.
com/watch?v=nxv5uwobULS8) In 2024, three tutorials where added that cov-
er the creator’s side, one setting up the ‘backend’ for hubs using the Google
Cloud Platform (https://www.youtube.com/watch?v=AnPcsXQKAsA, with a
partial overlap with the instructions in this text), one showing the scene ed-
itor(https://www.youtube.com/watch?v=Xvt8dYjQKWchttps://www.youtube.
com/watch?v=Xvt8dYjQKWc), and finally one showing the creation of a ‘virtual
exhibition’ with a set of functions to show and describe images and objects in
online 3D space (https://www.youtube.com/watch?v=jFYdBc08sYO0).
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